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Technology classes — Switched/Fast Ethernet

* 100 Mbps
* Point-to-point links |O-Controller Switch 10-Device
* Full duplex => min 2 wire pairs (4 wires) «Database servers

Intelligent switching => collision free

Topologies:
e Star
* Line
* Tree
* Ring
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Technology classes

 Copper WIre (100BASE-TX) (IEEE 802.3u)

* Fiber Optical Cable (100BASE-FX) (IEEE 802.3u)
 Plastic Optical Fiber (50 m)
« Hard Clad Silica (100 m)
» Glass Fiber multi-mode (2 km) and single-mode (14 km)

* Wireless:
* WI-FI (IEEE 802.11g) => limited to 54 Mbps & half duplex
* Bluetooth (IEEE 802.15.1) => limited bandwidth either half-duplex or full-duplex

Typically industrial ethernet communication only uses 5 to 10% bandwidth of 100BASE-TX
=> Wireless bandwidth can be sufficient but introduces more jitter and a less reliable medium
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Technology classes: copper cable

e 4 core cable

« 2 wire pairs -> Full duplex
* Allows Power over Ethernet (Mode A)

 Star-quad cable or Twisted pair
 Typically Shielded for Industrial use

Single-wire sheath

Braided shield —|

Film shield — . )
opper wire

Quter sheath
Inner sheath
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Technology classes: copper cable

UTP
« 8 core cable . o rductor
. . insulation insulation
« 4 wire pairs -> Full duplex ot eair
. . heath caple snje
 Allows for 1Gbps communication e sheath
and Power over Ethernet
(Mode B and 4-pair mode)
« Twisted pair
) conductor conductor
» Shielded (s/sTP or sIUTP) — insulation — insulation
pair shield pair shield
sheath cable shield
sheath
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Technology classes: cable categories (CAT)

Higher category means: Cat-5 Cat-5e Cat-6

» Less crosstalk (XT), less alien crosstalk (AXT) and
less near end crosstalk (NEXT)

» Higher speed/bitrate due to higher bandwidth

(Ir_neerlgtz) Speed/bitrate Ba(nl\ﬁl\ilvzlgjth
100 100

Cat-5 Up to 100 Mbps

Cat-5e 100 Up to 1 Gbps 100
100

Cat-6 (55m for 10 Ghps) Up to 10 Gbps 250

Cat-6a 100 Up to 10 Gbps 500
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Technology classes: copper connector

RJ45 M12
2 [ @ &

Signal Colour  Pin number Signal Colour  Pin number

[ ]
e ©o
[
TD+ Yellow 1

TD+ Yellow 1
TD- Orange 2 Flug Socket TD- Orange 3
RD+ White 3 RD+ White 2
RD- Blue 6 RD- Blue 4

As we use shielded copper cables the connectors need to be shielded
for a correct interconnection of the shielding
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Ethernet signal decoding — Ethernet |l frame format

Situating Ethernet in the OSI model

Data is sent in frames, also called packets

* End User layer

App“cat|on ® HTTP, FTP, IRC, SSH, DNS

Frames consist of bytes (groups of 8 bits)

¢ Syntax layer

P rese ntat|0 n ® SSL, SSH, IMAP, FTP, MPEG, JPEG

MAC-address communication at switch level (Data link layer)
Payload depends on protocol used (TCP/IP, UDP/IP, ...) Session L

¢ End-to-end connections

Transport —

8 bytes 6 bytes 6 bytes 4 bytes 2 bytes 42 to 1500 bytes 4 bytes

* Packets

Network | * IP,ICMP, IPSec, IGMP

Data / Pavioad

* Frames
¢ Ethernet, PPP, Switch, Bridge

. e Physical structure
P hySICa I e Coax, Fiber, Wireless, Hubs, Repeaters

SFD = Start of Frame Delimiter
CRC = Cyclic redundancy check
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Ethernet signal decoding - overview

2

Real data telegrams

> 4B/5B-coding
> Scrambling
> MLT 3

2

4B/5B-decoding

Descrambling

UV U Vv

cable

Physical voltage signal
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00111 ESD (Part 2)
00100 Transmit Error

0000 11110 Data
0001 1 01001 Data
4B/5B-coding b
0011 3 10101 Data
0100 4 01010 Data
- Raw |O-data: possible loss of synchronisation > ° U *¢
For long series of ‘0’: possible loss of synchronisation 0111 . PR -
between transmitter and receiver 1000 8 10010  Data
. . . 1001 9 10011 Data
* 4 data bits = 5 bhits on the line o1 . —_—
- Extra signalling codes possible e
1100 C 11010 Data
* Resulting in 125 Mbps 1ot ° e
1110 E 11100 Data
1111 F 11101 Data
TEk PI'E"#'LI | 11111 Idle
J 11000 SSD (Part 1)
P P P P - K 10001 SSD (Part 2)
| | | | | L 01101 ESD (Part 1)
R
H
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Scrambling

Reduce number of signal transitions -> lower signal frequency

More robust data communication

Using pseudo-random seed
Through an 11 bit XOR shift register

—— | iNtext Strea

Ciphertext Stream fo

Key Stream
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Scrambling

|O-Controller

Signal before switch

PREAMBLE HSFDHX  O0OOE SCFD 00E?

CINI4.0 - Converging Industrial Networks for Industry 4.0

Switch |O-Device

Signal after switch

_

it
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MLT 3

« Multi-Level Transition 3: Working principle

* Logic high bit = Signal transition

* Logic low bit = Constant signal level

Data

MLT-3

1 01 0/0/1/1/1 0 0 1

Voltage levels: -1, 0,1V
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MLT 3

« Multi-Level Transition 3
« Reduces the maximum signal frequency
« Differential voltage measured on 1 wire pair

101101111111001011111T000
1v ' ' ‘ ' i | | | |

1V
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Frequency components

Freguency spectrurm of 2 Profinet signal (1T00BASE-TX)
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Signal and packet

measurement methods
for industrial applications

Wireshark
Oscilloscope
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Wireshark — a free software tool

. . . M Internet - O x
® ngh |eve| dlag nOStICS File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adm 7@ EREB Qe=2=Z¢ 4 5/|EaqQaQH
°® S h I - [. |.ﬂ.pply a display filter ... <Ctrl-f> :I] Expression.. +
O rt Og g I n g S Mo, Time Source Destination Protocol  Length Info ~
1 14:45:25,228224 18.128.24.71 18.128.24,254 DNS 9@ Standard query @xca47 A mobile
. 2 14:45:23,223557 18.128.24,254 18.128.24.71 DNS 186 Standard query response chatﬁ_
° Measu re a” Ethernet tra-ﬂ:lc 3 14:45:23,273625 Cisco_@b:Se:ed Broadcast ARP 68 Whe has 18.128.27.87 Tell 18.1
4 14:45:23,313781 18.128.24.286 18.128.31.255 BROWSER 243 Host Anncuncement PCGENT28735,
5 14:45:23,333738 18.128.24.71 18.128.31.255 NENS 92 Name query NEB WPAD<@B>
6 14:45:23,333988 18.128.24.71 224.8.8.251 MDNS 78 Standard query 8x8e88 AAAA wpz
Y Where to measu re’? 7 14:45:23,334161 18.128.24.71 224.8.8.252 LLMNR 64 Standard query @x47c9 A wpad —
n 8 14:45:23,334312 18.128.24.71 224.8.8.252 LLMNR 64 Standard query @x485b AAAA wpz
9 14:45:25,425382 18.128.21.161 18.128.31.255 NENS 92 Name query NB ISATAP<@@:
- 18 14:45:23,431663 284.79.,197.229 18.128.24.71 TLSv1.2 197 Application Data
) Con neCt to norm al SWItCh port 11 14:45:23,431769  10.128.24.71 204.73.197.229 Tcp 54 57989 » 443 [ACK] Seg=1 Ack=14
12 14:45:23,479475 18.128.24.71 54.152.136.25 TCP 55 [TCP segment of a reassembled
’7 13 14:45:23,488459 54.152.136.25 18.128.24.71 TLSvw1.2 85 Application Data
° CO n n eCt to m I rror t 14 14:45:23,520529 10.128.24.71 54.152.136.25 TCP 54 57256 » 443 [ACK] Seq=2 Ack=32 v
por < :
» Frame 12: 55 bytes on wire (44@ bits), 55 bytes captured (448 bits) on interface @
(Throughput & SWitChing prioritieS) » Ethernet II, Src: FujitsuT_1b:dd:d8 (9@:1b:@e:1lb:dd:d8), Dst: Cisco_@b:8e:ed4 (84:b5:17:8b:8e:e4)
» Internet Protocol Version 4, Src: 18.128.24.71, Dst: 54.152.136.25
» Transmission Control Protocol, Src Port: 57256, Dst Port: 443, Seq: 1, Ack: 1, Len: 1
Secure Sockets Layer
« Use Ethernet tap
B8 84 b5 17 Bb 8 e4 98 1b @e 1b dd d8 B8 BB 45 88 ........ ...... E.
GELE B@ 29 29 9c 48 @8 39 85 29 88 Ba B8 18 47 36 93 P ) I Gb.
- G268 88 19 df a8 81 bb 7f ¢9 b7 ba 82 b6 5c B3 58 18 ......ew saes NP
« Export pcap-file from oo et ameae o
() 7 wireshark_DABDE318-5C24-415F-ABAF-564CA 1D588AA_20181001144523_a21436 || Packets: 61 - Displayed: 61 (100.0%) || Profile: Default

diagnostic devices
Website: https://www.wireshark.org/
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Wireshark — Where to measure

Using a switch

« Connect to normal switch port
« Connect to mirror port
Inaccurate timestamps!

fa0/18

= —= I
.—T'/ fa0/17 fa0/11

SWITCH SNIFFER

Examples of industrial switches
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Wireshark — Where to measure

Using an Ethernet TAP (Terminal Access Point)
« As USB connected ethernet adapter
« Or connected directly to a PC’s ethernet port

Examples of Ethernet TAPs
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Wireshark — Where to measure

Using Diagnostic devices
 Passive connection in the network

« Permanently monitors the communication
« Snapshot are taken on specific trigger conditions
Snapshots can be exported as pcap-files (wireshark format)

 Allows for packets to be mirrored
to a dedicated port

Examples of diagnostic devices
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Osclilloscope

« Why?
Visual voltage signals and accurate timestamps
Allows measurement on multiple locations in the network
Combination of analog signals and network frames

« Waveform can be seen

« But can’t be decoded by hand

« Amount of data can be measured/analysed at once
- 500 MS/s, 20 MS/ch => 40 ms
* 500 MS/s, 125 MS/ch => 250 ms

» Useful for highly accurate timing measurements

* Decoding possiblilities
« Some scopes can decode a clean and distortion free ethernet voltage signal
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Osclilloscope — How and where to measure

|O-Device

|O-Controller

 Breakout board is needed
with 2 differential probes
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Osclilloscope - Effect of the sampling rate

* Low sampling rate
- Wrong signal
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Osclilloscope - Effect of the sampling rate

* Low sampling rate
- Wrong signal

« High sampling rate
—> Correct signal

In practice: 500 MS/s
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Oscilloscope — Setting signal levels for decoding

« Determine voltage levels
« When will the signal be seen as a high/low level?

—

w \/ w \/ Low threshold
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Oscilloscope — Decoding

+ Allbytes decodec
_(except ESD an.d -IFG) | W m || [) JMMM.MH . MM M! | ; ” . | | I WHP




Oscilloscope — Decoding

Tek PreVu

:1} Ethernet g it ﬂ -45\:1??“' m
* All bytes decoded 5 | ~
(except ESD and IFG) Zoom Factor: 20 X Zoom Position: 4911s

il .
m‘ Time Destination Source Length Data FCS/CRC  Errotrs
(hex) (hex) (hex) (hex) (hex) I‘
* Eve nt Table 0 0000 8080 0000 0000 Event Table
0000 0000 0000 0000 ¥ [ Event Table
0000 0000 SOEF 2735
00 Off
240.5us 000ESCF8SB1C 00A04534E3CF 8892 Qtag: 8100C000 ES9B6R27 T
8061 8080 8080 0000 i
8080 DIS2 0000 0000 =
0000 0000 0000 0000 o File Details
: 0000 8080 0000 0000 )
0000 0000 0000 0000
: 0000 0000 SOEF 2F35 ' Save
. 00 Event Table
b | 490.5us 000ESCF85B1C 00A04534E3CF 8892 Qtag: 8100C000 D3FFAA42 1
- 8061 8080 8080 0000 B
ot 8080 1A4B 0000 0000 H
: 0000 0000 0000 0000
; 0000 8080 0000 0000
0000 0000 0000 0000 L
= 0000 0000 SOEF 3735 e
. 00 . .
€) selects an event
(@ 250V @ 250V @ 100V Q j[z 10.0S ][2.5005/5 ][ @ - ?OOmV]
i 9.900 % 5M points
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Conclusion from measurements
Effect of too many connectors

* ToO many connectors




Conclusion from measurements
Effect of long cables

Too long cables will result in a | | |
distorted and attenuated signal (/6 m) || || ||| |||l

/\ /\M\M\/\ _____
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Copper cable and connectors guideline

Number | Maximum

Cabling example of two network components : )
of pairs | distance

End-to-end link

A
. A

100 m Channel - 2 100 m

‘—-—-—- 4 100 m

IP20 environment Connector Coupler
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Pay attention — Design guideline
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Conclusion

Physical layer on copper has been discussed

« MLT3 and Scrambling reduce the frequency of the voltage signal on the lines
 Voltage signals are not easily interpreted

« Cable length and amount of connectors have a measurable influence on signal quality
* Consult the Design Guidelines of the implemented Industrial Ethernet Protocol

A number of measuring methods have been discussed

« Measuring method will depend on application and the to-acquire data

* |n most cases Wireshark will suffice for analysis of packets and communication
« An oscilloscope can be used for accurate timing measurements
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Questions?
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