Q i & 4
O

CINI4.O
LSS

B ° L

| by
Secure Industrial com umc\a on over TSN
to pre /your devices

Kurt van Buul
HMS Networks Benelux




1”
HINS
1

+7,000,000

devices connected
in automation

+300,000

machines connected
to cloud systems

700
employees
worldwide

44»
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HMS at a glance

QOur field:
Industrial ICT

(Information and
Communication
Technlogy)

56

Smart Grid ;

AlloT

Partners in over
50 countries
Offices in 16
countries

At the forefront of
technology

Head office in
Halmstad, Sweden®

I:]iIIien SEK:

2[]25 growth goal

1467 MSEK
2020 sales

Earnings
per share:

4,79 SEK

Operating
@ = margin goal:

== 20%
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lloT Trend

The tailor-made data journey

Application (Saas) and
cloud connections
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Connectors

HISTORICAL
DATA

(CaaS)

OT/IT intelligence

Security & Device Management
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Industrial devices and
machines

)|
B TCP/IP
B Real-time

Fieldbus and
Industrial Ethernet
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Audio Video Broadcasting
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Audio Video Bridging (AVB)

Control
AVB 100Gb
AVB 10G
AVB 1GB

Clock reference




wms  Time-sensitive Networking

TSN Principle

Other networks

Other networks

Source: Mitsubishi Electric
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Based on enhanced networking standards

Standard Area OSI Model
IEEE 802.1 - IEEE 1588 Precision Timing 7 Application
IEEE 802.1Qbu Frame pre-emption 6 Presentation
IEEE 802.1Qbv Scheduled traffic - fezt
IEEE 802.1Qca Path control and reservation 3 Network
IEEE 802.1Qcc Central configurator
IEEE 802.1Qci Per-stream filtering and policing - Phyeed
IEEE 802.1CB Seamless redundancy

TSN is a set of standards to combine streams, not a new protocol!
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Priority and Preemption

Priority Additional
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Network Topology

Cloud

ERP / MRP

Central
Configurator

Scada / dashboard
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The next networking wave

Gen | Gen ll Gen Il

Different PHY’s Standard PHY Standard PHY
Different L2’s Different L2’s Standard L2

Max 1 Mbs 100 Mbs 100/ 1.000/10.000 Mbs

Devicel'et

ETHERNET HER =l M

) POWERLINK
Controh'et

EtherCAT. ™

Serco

the automation bus

Etheri‘et/IP
I”SERCOS

interface

1985 2005 2020
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The security pitfall
o 7 D
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Connectors

HISTORICAL
DATA

WiFi
3G/4G

Ethernet
OT/IT Intelligence  p
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communication
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Type of hackers
IT oT
Coincidental event AR
!
Cybercrime AR ’Huﬁ*
: !
Hacker Groups / Terrorists AR

Nations / States AR AR
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Vulnerabilities

Issues

* No 1-to-1 connection
« OT connected to IT
 Vulnerabilities in IT
 VialTto OT B Ethernet

B VPN
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Secure Connection and Authentication

Process

* Request access

» Certificates exchange
« Encryption

« Credentials B Data path

M Internet path

« Safe certification storage
M Encrypted
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Node Building blocks

Certificate Encryption Security Chip Secure Boot

ot Q

Trusted parties Secure channels Store secret data Trusted firmware
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Scada / dashboard

Factory security
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ID Certificate Device Certification Secure Operation
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Set-up custom with tool Identification at start-up Secure and Identified
 Factory-set public key  Sent certificate to server * All nodes certified
« Send key to local secure server  Return certificate * Trusted data exchange

« Save certificate in security chip * Enable data + All data encrypted
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Hardware Software
Understanding the protocols

Understanding the architecture

Object Dictionary |

pa i <
4TpF 4.7pF 4ToF 4.ToF =
cop o e
PHYZ TD N
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[ Lower Layer Driver (LLD) ]
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214
Common PHY and MAC
Data Link TSN Schedular / Shaper

IEEE 1588 clocking
Security Chip interfacing

TSN Configurator and low-level driver
« Stacks requires in-depth knowledge

* Certification
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Multiple-protocol - Multiple software stacks

Software is not
standardized

» Different vendors

« Different structures
« Different interfaces
» Different drivers

« Different releases

—
EtherCAT.

%Madbus

Ethen 'et/IP

T .
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Multiple-protocol - Multiple software stacks

Software is not
standardized

» Different vendors

« Different structures
« Different interfaces
» Different drivers

« Different releases

—
EtherCAT.

%Madbus

Ethen 'et/IP

Multi-protocol software-development is a complex task!
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Embedded Communication Module

" TSN/Clock/IP MAC & API (VHDL code) ™ " Protocol/IP Software/Security (C code)

! L I

Stack API RTOS and
drivers

32-bitARM
Co.*ex-M3

Commun :ation Matrix
AHB - Advanced | igh-performance Bus

AHB | APB ETN MAC
iz 10/100/1000

Peripherals
SPI, 2C UART,
CAN, USB, GPIO

FPGA fabric
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Principle solution

Host

« Host CPU

« Communication Module
« Software Interface

-
=

Master ,
- Master Controller I !
’ :
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Information ! |
* End-to-end information \ Fn ) Security / Conig I
« Low-level coverage INfOrMation === —— = m = e e e e » Information

« Exchange of variables
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Practice Availability

Towgrcgﬁﬂgw”h Secure Time Sensitive
ADI #100 ® 7

< I Name: TowerLights % CC'LInkIE TSN
Array of 5 Boolean
Read
Ethen''et/IP
Robot arm

Name: PositionCtrl UA

Array of 3 Dword
Y .
B
A
awMQTE

Read

ADI #201

Name: DeviceStatus
Integer

Write
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HMS Network Benelux

Architronlaan la

5321 JJ, Hedel

Netherlands

+31 487 203 000
benelux-sales@hms-networks.com

Anybus® Eworr Intesis” Ixxat’

BY HMS NETWORKS BY HMS NETWORKS BY HMS NETWORKS BY HVIS NETWORKS

Visit www.hms-networks.com for more information
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