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Demonstrator

* MRP and HSR redundancy
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« Difference between non-seamless and seamless redundancy
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Configuration of a FRER domain
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Configuration of a FRER domain

* FRER redundancy principle is based on sending TSN streams over multiple
paths

* This creates following questions
* How are streams identified?
* How are stream replicated?
* How are duplicates eliminated?

* An introduction is given with Relyum RELY-TSN-BRIDGE as an example
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ldentifying streams

 Stream that ingress a bridge are identified using:
* Destination MAC
* VLAN ID

* PCP priority field

* FRER uses specific identifiers to encode/decode redundant streams
» Sequence number
» Part of redundancy tag

- Identify and eliminate duplicate frames Ethenlype Reserved S
fy P O0xF1C1 0x00 number
* Stream handler . 16 bits 16 bits 16 bits. -~
. . ~ Pid
« Internal value in bridge . L
N ~ -
« Link ingressing/egressing redundant streams . It .
N P
7 bytes 1byte 6 bytes 6 bytes 2 bytes 2 bytes : 6 bytes ~ - 2 bytes 4 bytes
Preamble | spp | Destination | Source | Ether |\, \\ | giag | oxees2 | LSDU | FCS
address address type
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Duplicating a frame entering a FRER domain

1. Identify stream coming from talker
* Dst. MAC
* VLAN ID
* PCP priority
2. Assign stream handler
3. Assign egressing ports to stream handler

4. Transmit duplicate frame on both ports -
» Sequence encoding — identical sequence number

* VLAN translation Proxy port

I stream 1

[Rep——4

IEEE ETFA 2022 — WS10: “Enabling robust, converged networks for Industry 4.0” CINIY.O
Redundancy for robustness: TSN .1CB PR CC UL KU LEUVEN

Network layout

« Example configuration of bridge 1 is used

192.168.0.131 TSN Domain
28:63:36:d6:87:75 192.168.0.182
28:63:36:d5:ad:66
CPU_1516_131

ET200SP_182
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STREAM 1D
° EXample Conflguratlon In L] Destination MAC addr vio PCP SH PORT_0 PORT_1 PORT_2 PORT_3  INTERNAL_PORT
RELY-TSN-BRIDGE O e wmcw i [ [ o | D a o D
o ®ocoe o om s ode w75 | o | 2 a [a} o [a}
u] FF FF FE FF FF FF 100 0 3 [m] a ]
I 0 ® & 36 D5 AD 3 100 [ 4 = I a O
o b3 & % 05 a7 L] | 200 6 ‘ 2 a o a o
28 (=] 36 d6 a7 75 | 200 5 2 a a
© dddsream @ Clearallstraams
FRER PARAMETERS FRER STREAMS
Recovery mode Vector based recoy v VLAN translation
Enable SH PORT_0 PORT_L PORT_Z PORT_3 INTERMAL_PORT
ey | o B [~ [~ | \
Recovery reset time
m o - [ [ [ ] |
3 200 | 200
PORT_0 PORT_1 PORT_.2 PORT_3 INTERNAL_PORT
"B [~ |~ |
Proy o o i o
ports

IEEE ETFA 2022 — WS10: “Enabling robust, converged networks for Industry 4.0”
Redundancy for robustness: TSN .1CB

CINI4.O

Eliminating duplicates when exiting the FRER domain

Identify stream coming from talker

» Dst. MAC

* VLAN ID

* PCP priority

2. Assign multiple member streams to the same stream handler

3. Sequence decoding

« Eliminate duplicates using match or
vector recovery algorithm

-_—-

(

Member!
stream
! 1

1
1
1
"'Member!

stream :

If frame egresses through proxy port
* Remove R-tag

N —— -
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Eliminating duplicates when exiting the FRER domain

STREAM ID
» Example configuration in

] Destination MAC addr viD pcp SH  PORT.O PORT.1 PORT.z PORT3 INTERNAL_PORT

RELY-TSN-BRIDGE T I ) - . -

0 - (=} 36 d6 87 s 200 0 2 [m) n] o o

o FF FF FF FF FF FF 100 0 3 O u] o

O 23 & 36 05 AD &6 100 0 4 D a O
I » = £ D5 : &7 5 200 [ 2 l 1 I

28 63 36 dé a7 s 200 5 2 1

© Addstream @ Clear all streams

FRER PARAMETERS FRER STREAMS
Recoverymede | Vector based recoi v VLAN translation
Enable SH PORT.O PORT_1 PORT_2 PORT_3 INTERNAL_PORT
R st
ety | o : w Jw ||
Recovery reset time
.
(ms) o I 2 o I | | ‘
3 200 |zuo | ‘
PORT_0 PORTI PORT.2 PORT3 INTERNAL_PORT
| ENEN ‘
prosy o i =]
ports.
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.pcap measurement

M FRER Test15.pcapng
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmI® RE Qe=EF &= QaqifE
[ (eth.dst == 28:63:36:d5:2d:66) && (frame.interface_id == 6 | | frame.interface_id == 7 || frame.interface_id == 4 || frame.interface id==5) £ -]+ RT_pnio Alarm_High_pnio Alarm_Lovi_pnio udp pn_dc
No. Time BANY_id Source Destination Length Protoco Info
2 0000687000 4 [CPU_1516_131] [ET200SP_HS_182] 76 PNIO RTC1, 40, 0688 (Valid,Primary,0Ok,Run)
0.000687000 7 [CPU_1516_131] [ET200SP_HS_182] 7@ PNIO RTCL, 49, 0688 (Valid,Primary,0Ok,Run)
a [CPU_15 i

d,Primary,0k,Run)
1200 (Valid,Primary,0k,Run)
40, Cycle:61456 (Valid,Primary,Ok,Run)

0.616687000 [CPU_1516_131] [ET200SP_HS_182] 70
20 0.016687000 4 [CPU_1516_131] [ET200SP_HsS_182] 70
27 0.624687000 7 [CPU_1516_131] [ET200SP_HS_182] 70

> Frame 12: 70 bytes on wire (560 bits), 7@ bytes captured (560 bits) on interface banyagent_#7, id 7
> Ethernet II, Src: [CPU_1516 131] (28:63:36:d6:87:75), Dst: [ET200SP_HS_182] (28:63:36:d5:ad:66)
v 802.1Q Virtual LAN, PRI: 6, DEI: @, ID: 200
110. ... .... .... = Priority: Internetwork Control (6)
0 ... ... ... = DEI: Ineligible
. 0000 1100 1000 = ID: 200
Type: 802.1CB Frame Replication and Elimination for Reliability (@xflcl)
v 802.1CB Redundancy Tag, SEQ: 5646
SEQ: @xdaee (56046)

Type: PROFINET (8x8892)
> PROFINET cyclic Real-Time, RTC1, ID:@x80@0, Len: 4@, Cycle:6e944 (Valid,Primary,ok,Run) FRER R-Tag
PROFINET I0 Cyclic Service Data Unit: 4@ bytes
EtherType Reserved Sequence
G000 28 63 36 d5 ad 66 28 63 36 d6 87 75 81 00 @ 8 (c6- F(c 6--u----
0010 00 00 da ec 88 92 30 00 80 80 ff 80 56 30 [ - Y OxF1C1 0x00 number
G020 80 80 00 6O 00 80 @0 0 @O 00 00 00 00 60 00 00 - - . R R
6010 @8 @0 00 6@ 00 80 @0 @0 B 60 00 00 00 08 00 00 . . 16 bits 16 bits 16 bits
0040 @0 00 ee 10 35 00 5
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