27" INTERNATIONAL CONFERENCE
C I N I Ll‘ . D ON EMERGING TECHNOLOGIES
AND FACTORY AUTOMATION

KU LEUVEN ® cornet s cermn

TSN performance assessment
In brownfield PROFINET implementations

IEEE ETFA 2022 — WS10
“Enabling robust, converged networks for Industry 4.0”
06/09/2022 — Stuttgart (Germany)

- Arne Verhoeven (lecturer)

E i Dimitri De Schuyter
=TIy Mathieu Troch

Most recent version of the Philippe Saey

presentation



Outline

Introduction
Brownfield PROFINET RT over TSN — principles
Test network: topology and configuration

Performance evaluation
 PROFINET RT
 Brownfield PROFINET RT over TSN

e Conclusion

CINI4.O
CINI4.0 - Converging Industrial Networks for Industry 4.0 @ ® cornet (NN 3]



 |ntroduction

 Brownfield PROFINET RT over TSN
— principles

« Test network: topology and configuration

 Performance evaluation
e PROFINET RT
 Brownfield PROFINET RT over TSN

 Conclusion

Introduction

CINI4.O
CINI4.0 - Converging Industrial Networks for Industry 4.0 m@g ® cornet KU LEUVEN




Introduction

TSN is being adopted in Industrial Ethernet networks e.g.,
« PROFINET (PN) V2.4
« |EC 60802 TSN profile for Industrial automation

TSN allows for
» Deterministic message exchange

» Convergent Operational Technology (OT) and
Information Technology (IT) networks

... Millions of PN nodes already in the field!

Can we implement TSN features on
current PN networks?

— Brownfleld PN Over TSN nEtwork v2005‘2006 2007 2008 2009 2010:2011i2012§2013§2014i2015i2016§2017é2018520191202()%2021§2022
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IntrOdUCtiOn *Not discussed here

* This research is focused on PROFINET RT
* However, results also valid for other types of Real-Time traffic!
* E.g., OPC UA pubsub

* Brownfield PN over TSN demonstrator with...
* Industry-relevant PN network
« TSN backbone
« 100BASE-TX (100 Mbit/s) and 1000BASE-T (Ghit/s)

« TSN Backbone supports
« 802.P - Quality of Service (= PROFINET RT)
« 802.1AS — Synchronization
« 802.1Qbv — Time Aware Shaper
« 802.1Qbu + 802.3Qbr — Frame preemption
* (802.1CB — Seamless redundancy)*

CINI4.O
CINI4.0 - Converging Industrial Networks for Industry 4.0 @ ® cornet (NN 3]



Research Questions

“Which TSN mechanisms ensures that PN traffic is protected
against Best-Effort (BE) netload (bursts)?”

“What are the advantages of upgrading to Gbit/s Ethernet?

“How do TSN features such as Time Aware Shaper and preemption
influence the end-to-end delay of PN frames?”

“What is the optimal TSN domain configuration for a brownfield
PN over TSN network using Time Aware Shaping and preemption?”
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Brownfield PROFINET over TSN network

* PN application “pipelined” over TSN domain

« TSN domain is not integrated in the PN engineering tool
« TSN domain is invisible to PN application
« PN and TSN clocks are not synchronized

TSN Domain

|O-Controller E TSN Bridge 1 TSN Bridge 2 TSN Bridge 3 i 10-Device

PO PL P2 P3 PO PL P2 P3 PO PL P2 P3 ﬁ
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Performance evaluation of brownfield PN over TSN

* Industry relevant PN network
* 50 10-Devices @ 1 ms — 35% PN netload

 Industry standard send clock value =1 ms
* Relevant for all networks with update times = 1 ms

 OT/IT Convergence — Injection of Best-Effort (BE) traffic SIMIT —

Simulated

« Atrtificial traffic generation _ :
TSN Domain |O-Devices

o Strict control of netload and frame size
 35% BE Netload

» 1538 bytes frame length
(Incl. PRE, SFD, CRC, IPG)

|O-Device

; TAP1
« Analysis aC
» End-to-end delay (TAP1 — TAP2) e PN (x49)
e See demonstration E BN BE
SER CH1 CH2 == PN + BE
BANY —

|O-Controller i
BE traffic generator
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Analysis of a brownfield PN over TSN network

* End-to-end delay comparison of different network configurations
« Standard PN network — benchmark
« Brownfield PN over TSN
« Time Aware Shaper
* Preemption
« Time Aware Shaper + preemption
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SIMIT —

PN Switch 1 PN Switch 2 PN Switch 3 10-Device S'm“'a'fed
10-Devices
PO P1 P2 P3 PO P1L P2 P3
] *
| aic
TAP2

e Line topology — 3 switches = | oA LOOBASETX B
« 100BASE-TX HHTE
' B N M| BANY- BE
° BE traﬂ:IC 35% Nethad, 1538 byte frame |ength 10-Controller sse cu oz | Traffic generator — PN+BE (x49)
« BE traffic greatly increases delay!
End-to-end delay - PN RT — without BE traffic End-to-end delay - PN RT — with BE traffic
End-to-end delay: Controller to 10 10000 | End-to-end delay: Controller to 10
| | Number of linked packets: 125639 Number of linked packets: 131168
% 14000 | Bin width: 0.2 ps 2 Bin width: 1 ys
=< -Number of bins: 193 % 8000 *-Number of bins: 189 .
8 12000 - Maximum end-to-end delay: 64.03 us @© Maximum end-to-end delay: 293.05 ps
Q Minimum end-to-end delay: 25.53 ps Q Minimum end-to-end delay: 104.03 ps
8 10000 Jitter (max-min): 38.50 s § 6000 |- Jitter (max-min): 189.02 us 7
E 8000 - - =
ks ‘S 4000 1
— 6000 r 1 5
2 o
'g 4000 - . € 2000 |
> >
Z 2000 q
1 1 1 1 | O | |
10 20 40 50 60 0 50 100 150 200 250 300
Time [us] Time [us]
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Standard PN

15

Number of linked packets

Line topology — 6 switches
100BASE-TX
BE traffic: 35% Netload, 1538 byte frame length

BE traffic greatly reduces delay!

End-to-end delay - PN RT — without BE traffic

%104 End-to end delay Controllerto IO

Number of linked packets 148932
Bin width: 0.2 ps

-Number of bins: 185
Maximum end-to-end delay: 88.73 us
Minimum end-to-end delay: 51.65 us
Jitter (max-min): 37.08 ps

0 10 20 30 40 50 60 70 80

Time [us]
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Number of linked packets

SIMIT —

PN Switch 1 PN Switch 2 PN Switch 6 I0-Device ~ SiMulated
10-Devices
| i |
17V R R S S I
| 100BASE-TX 100BASE-TX TAPZ W
|
B M M| BANY- BE
10-Controller stk cm oz | Traffic generator —— PN +BE (x49)

End-to-end delay - PN RT — with BE traffic

(oe]

»

iS

N

o

x10% End-to end delay Controllerto IO

Number of linked packets 148903
Bin width: 1 ps

-Number of bins: 352
Maximum end-to-end delay: 639.36 s
Minimum end-to-end delay: 287.4 ps
Jitter (max-min): 351.96 ps

0 100 200 300 400 500 600
Time [us]
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SIMIT —

S ta n d ar d P N PN Switch 1 PN Switch 2 PN Switch 3 I0-Device IS(IZ)m[l)Jl?rT::s
TAP1 i ‘
_ _ | 1000BASET 1000BASE-T TAP2 W
* Line topology — 3 switches
— v |
° - - _ BE
1OOOBASE T 10-Controller s:z :1 :z '?l:\fo:(cgenerator —— PN +BE (x49)
« BE traffic: 35% Netload (350 Mbit/s), 1538 byte frame length
« BE traffic greatly reduces delay!
End-to-end delay - PN RT — without BE traffic End-to-end delay - PN RT — with BE traffic
10 %104 End-to- end delay: Controller to 10 10000 End to end delay Controllerto IO
7 | Number of linked packets: 148950 a Number of I|nked packets 148933
2 Bin width: 0. 95 Hs 9 Bin width: 0.2 s
S 8 -Numberof bins: 34 i 8 8000 _-Number of bins: 161 |
a Maximum end-to-end delay: 14.77 us Q Maximum end-to-end delay: 45.05 us
T sl Minimum end-to-end delay: 13.09 ps || D 6000~  Minimum end-to-end delay: 12.78 ps ]
% Jitter (max-min): 1.68 us < Jitter (max-min): 32.27 ps
5 4| 1 %5 4000 -
@ 3
g 2f 1 £ 2000~ |
S S
z P
O 1 | | | | O | | ] L e I
0 5 10 15 20 25 0 5 10 15 20 25 45
Time [us] Time [us]
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SIMIT —

I l PN Switch 1 PN Switch 2 PN Switch 6 I0-Device ~ Simulated
a a- r 10-Devices
o
[ 1
— — 3
TAP2

1000BASE-T 1000BASE-T

* Line topology — 6 switches
e PN
|10-Controller ssr ci1 o2 | Traffic generator —— PN +BE (x49)
« BE traffic: 35% Netload (350 Mbit/s), 1538 byte frame length
« BE traffic greatly reduces delay!
End-to-end delay - PN RT - without BE traffic End-to-end delay - PN RT — with BE traffic
10 <104 End-to-end delay: Controller to 10 6 «10% End-to-end delay: Controller to 10
0 Number of linked packets: 148947 2] | | | Nun|1ber of Iinkeld packets: “148935
g .|| Binwidth: 0.05 ps I Bin width: 0.2 ps
P -Number of bins: 7 S -Number of bins: 299
Q Maximum end-to-end delay: 17.6 s Q4L Maximum end-to-end delay: 76.95 ps|_
8 6 M|n|mum endl-tol-end delay: 17.25 ps - 8 Minimum end-to-end delay: 17.25 ps
= Jitter {max-min): 0.35 ys é Jitter (max-min): 59.7 ys
= 4 I
c oot 1
o
L Q
E 21 ] =
= -
z Z —
O | 1 | | 1 | | 1 Alll | 0 | | | 1 1 1 |
0 2 4 6 8 10 12 14 16 18 0 10 20 30 40 50 60 70 80
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End-to-end delay In standard PN networks

* BE load delays PN frames

° ...Especially in Iarger networks! Table 5-2: Maximum line depth with “Store and Forward” switches

« Accumulated delay may not exceed update time Maximum line depth with update time of
* Frame gapS! 1ms 2ms 4 ms 8 ms
 Line depth restrictions (PN Guideline) - » - -

PN Commissioning Guideline

« Upgrading to 1000BASE-T?
« End-to-end delay is reduced
« But... delay still accumulates
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Analysis of a brownfield PN over TSN network

* End-to-end delay comparison of different network configurations
« Standard PN network — benchmark
 Brownfield PN over TSN
 Time Aware Shaper
* Preemption
« Time Aware Shaper + preemption
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Time Aware Shaper — Configuration

* Brownfield PN over TSN — TSN and PN unsynchronized!
 RT Queue always active

* PN frames may always be transmitted

* PN frames not delayed when no BE traffic exist

n

Receive

Time Aware Shaper — example

n+1

n+2

Transmlt

Real-Time

Inactive

Non-Real-Time
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SIMIT —

PN over TAS - Measurements ocose [ H
100BASE-TX TR E B

- TAS window size: 125 ps and 500 us _ _ """"""""""" — o L
Max. end-to-end delay not reduced T

Traffic generator

End-to-end delay — TAS window size 125 us End-to-end delay — TAS window size 500 us

. x10% End-to-end delay: Controller to |10 . «10% End-to-end delay: Controller to IO
_ﬂ Number Of linked packets 148950 N Number Of linked packets 148908 |
] Bin width: 1 bs ° Bin width: 1 us
Jé 4 -Number of bins: 247 Jé Number of bins: 253
g M:'_-nfimum end-to-end delay: 273.91 ps g 31 -Maximum end-to-end delay: 279.07 ps i
o Mlnlmum end:to—end delay: 27.2 ps - Minimum end-to-end delay: 26.33 us
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SIMIT —

P N over TAS i MeaSU rements : T TSNded é
100BASE-TX TR E B

- TAS window size: 125 ps and 500 us _ _ """"""""""" — o L
Max. end-to-end delay not reduced T

Traffic generator

End-to-end delay — TAS window size 125 us

End-to-end delay - PN RT — with BE traffic

4

5 x10 | End- to end delay: Controllerto 10 10000 End-to-end delay: Controller to 10
» Number of linked packets: 148950 Number of linked packets 131168
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SIMIT —
Simulated

PN over TAS - Measurements _ — TS"ded o

1000BASE-T -

- TAS window size: 15,625 uysand 125ps T — v L
5: :1 :, === PN + BE
Traﬁ‘?cA gNeYn;rator
End-to-end delay — TAS window size 15,625 ps End-to-end delay — TAS window size 125 ps
. %10% End-to-end delay: Controller to 10 % 10% End-to-end delay: Controller to 10

Number of linked packets: 148939

Bin width: 0.2 ps i
-Number of bins: 132

Maximum end-to-end delay: 39.21 ps

Minimum end-to-end delay: 12.78 ps

Jitter (max-min): 26.43 ps

Number of linked packets: 148947
Bin width: 0.2 us

-Number of bins: 74
Maximum end-to-end delay: 27.65 us
Minimum end-to-end delay: 12.78 us
Jitter (max-min): 14.87 ps

g
(@) w
T T

Number of linked packets
N

Number of linked packets
N

151
Lower end-to-end delay!
1r 1k
0.5r
0 | | I | - 0 | | Al o | ! !
0 5 10 15 20 0 5 10 15 20 25 30
Time [ps] Time [us]
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SIMIT —
Simulated

PN over TAS - Measurements B s

10-Device

1000BASE-T
* TAS window size: 15,625 uys and 125 pus B —m (xs9)
" EN
. . e o on ~—— PN +BE
Max. end-to-end delay reduced with small TAS window!
Traffic generator
End-to-end delay — TAS window size 15,625 us End-to-end delay — PN RT - with BE traffic
. «10% End-to end delay Controllerto IO 10000 End-to end delay Controllerto IO
%) - Number of linked packets 148947 2 Numberoflmked packets 148933
Q 31  Binwidth: 0.2 ps 1 9 Bin width: 0.2 us
8 -Nurnlber of bins: 74 8 8000 _-Number of bins: 161 )
Q25 m%lnr?uunr?;ndd?ooiaenndddd(:I;a;ry:1227.?'685ppss 1 Q Maximum end-to-end delay: 45.05 ps
o ) L e o n Minimum end-to-end delay: 12.78 us |
% 2 Jitter (max-min): 14.87 ps i % 6000 Jitter (max-min): 32.27 ps
S 15¢ 1 = I ]
S Lower end-to-end delay! S 4000
g 1 3
S c 2000 1
2 0.5r 1 3
O | | I | =l | Z 0 | | | ! e L
0 5 10 15 20 30 0 5 10 15 20 25 45
Time [us] Time [ps]
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PN over TAS — Conclusion

TAS does not guarantee a lower end-to-end delay

TAS provides PN bandwidth reservation
 Protection from netload bursts!

Bandwidth might not fully be utilized (guard bands)

Small TAS windows are preferred
* Improved network predictability
« Small TAS windows can improve end-to-end delay

* Determine max. end-to-end delay with
* PN load

» TAS Configuration
« Topology — Impractical

CINI4.O
CINI4.0 - Converging Industrial Networks for Industry 4.0 @ ® cornet (NN 3]



Analysis of a brownfield PN over TSN network

* End-to-end delay comparison of different network configurations
« Standard PN RT network — benchmark
 Brownfield PN over TSN
« Time Aware Shaper
* Preemption
« Time Aware Shaper + preemption
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SIMIT —
Simulated

Preemption - measurements ; i

10-Device

 100BASE-TX

« BE traffic: 35% Netload, 1538 byte frame length — | — (49)
H E N
* End-to-end delay greatly reduced B

Traffic generator

End-to-end delay - PN RT — with BE traffic End-to-end delay — Preemption — with BE traffic
10000 End-to-end delay: Controller to 10 4 <104 End-to-end delay: Controller to 10
- g}mes:hOfJi”ked packets: 131168 o Number (;f linked packet;: 148930 | | |
-+ N wi . us [<b] . . .
< 8000 r Number of bins: 189 . - Bin width: 0'.2 Hs
O R _ O, Number of bins: 157 i
© Maximum end-to-end delay: 293.05 ps o3 - .
Q Minimum end-to-end delay: 104.03 ps Q Maximum end-to-end delay: 58.54 ps
S 6000 Jitter (max-min): 189.02 us . 3 Minimum end-to-end delay: 27.20 us
x ~ Jitter (max-min): 31.34 us
= c2r .
- | | =
S 4000 s
: 5
€ 2000+ - £ 1 7
=z S 1
pd
% 50 100 150 200 250 300 0 | | ] ik - |
0 10 20 30 40 50 60

Time [us] Time (1]
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SIMIT —

Preemption - measurements o

________________________________________________________

l0-Controller |~~~ T TTTTToTTTmmommmmmmmemm e ]
: TSN Bridge 1 TSN Bridge 2 TSN Bridge 3 : 10-Device H
Juig |
« 1000BASE-T
g 1000BASE-T 1000BASE-T w

» BE traffic: 35% Netload (350 Mbit/s), 1538 byte frame length || on o)

 End-to-end delay greatly reduced PN + BE

Issues exist 1000BASE-T preemption implementation,
we are in contact with vendor to clarify this!

End-to-end delay — PN RT - with BE traffic End-to-end delay — Preemption with BE traffic

10000 | End- to- end delay Controller to |0 | <10% End-to-end delay: Controller to 10

..g Number of I|nked packets 148933 w 2 Numbtlar of linked p;ckets: 148 I | | :
% 80001 E'” “;'dth fob? P_S161 | % Bin width: 0.2 s I
g -Ml;r:imfrl? enlg—st.o—end delay: 45.05 ps g -Number of bins: 104
S ax y: 45.05 Q1.5 | ““Maximum enc-to-end delay: 3 Expected result 1

n Minimum end-to-end delay: 12.78 ps i o . s
Q 6000 it ). 3297 P Minimum end-to-end delay: 14
[= itter (max-min): 32.27 ys = Jitter (max-min): 20.88 ps
%5 4000 f - g 1 |
@ o

O
€ 2000+ 1 205l ]
2 -
O | | | I e | L Z | | | |
0 5 10 15 20 25 30 35 40 45 OO 5 10 15 20 25 30 35
Time [us] Time [us]
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Preemption — conclusion

* Preemption greatly reduces end-to-end delay
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Analysis of a brownfield PN over TSN network

* End-to-end delay comparison of different network configurations
« Standard PN RT network — benchmark
 Brownfield PN over TSN
« Time Aware Shaper
* Preemption
 Time Aware Shaper + preemption
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TAS + preemption o

TSN Domain 10-Devices

. 100BASE-TX o o mieger ToNoridge2  TNerdge3 | O-Device | MR
« BE traffic: 35% Netload, 1538 byte frame length T = ‘" . _ - ______ ! ‘ . EE Hﬁ
) . i | 1000BASE-T 1000BASE-T
- End-to-end delay identical to preemption stand alone i =SS = N
: : : mE mn - o (x49)
« TAS window size does not influence delay o oo Taftcgenerster 25
Preemption stand-alone - with BE traffic TAS 125 us + Preemption —with BE
. 104 End-to-end delay: Controller to 10 05 x10% End-to end delay Controllerto 10

k2 Number of linked packets: 148930 % . Number of linked packets 148936
2 Bin width: 0.2 us X Bin width: 0.2 s

S 3 | {mNumber of bins: 157 8 2 _-Number of bins: 158 ]
o Maximum end-to-end delay: 58.54 ps Q Maximum end-to-end delay: 58.87 ps
8 Minimum end-to-end delay: 27.20 ps 8 15+ Minimum end-to-end delay: 27.24 ps |
- ol Jitter (max-min): 31.34 s | € ' Jitter (max-min): 31.63 ys
: 5 1 —
3, | |
g’ 205" ]
= | ’ |

0 1 1 ] | .L [ 1 Z 0 | 1 1 J. iclnn 1
0 10 20 30 40 50 60 0 10 20 30 40 50 60

Time [us]
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TAS + preemption o

TSN Domain 10-Devices

- 100BASE-TX tnedge2  rovenges | ovewce | [IGH
« BE traffic: 35% Netload, 1538 byte frame length T = ‘=& _ _______ F ﬂ i
: ) _ L | 1000BASE-T 1000BASE-T TAP2 w
- End-to-end delay identical to preemption stand alone ™ e e N
: : . 'm mnm - _ (x49)
« TAS window size does not influence delay o o oo| Taffcgenerstor -
TAS 15,625 us + Preemption — with BE TAS 125 ps + Preemption — with BE
4
5 10 End-to end delay Controllerto 10 e <10 End-to end delay Controllerto 10
2 Number Of inked paCketS 148946 @8 Number of linked packets 148936
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SIMIT —

TAS + preemption g

: oNeridee1 TSNBridge2 ISNordge3 | 10-Devie O
. 1000BASE-T ﬂ i}
» BE traffic: 35% Netload (350 Mbit/s), 1538 byte frame length e :“"""'""1992%5'%T""""'3999-B-'§§E--T ---------------- w
H M N |pany- ;I‘I;I (x49)
 End-to-end delay greatly reduced o on o | Traffic generator o0 0

Issues exist 1000BASE-T preemption implementation,
we are in contact with vendor to clarify this!

TAS window size does not influence delay

Preemption stand-alone - with BE TAS 15,625 s + Preemption — with BE
w104 End-to-end delay: Controller to 10 ) x10% End “to- end delay: Controllerto 10
% 27 Number of linked packets 148937 7 % gumbzrhofollgked packets: 148941
t
% oor of 2 IJ.S I % NE‘mvger of binz'sm
@® -Number of bins: 104 @ 1.5 Hgmhum : i
Q1.5 ™ Maximum end-to-end delay: 35.6 EXp ected result 7 o Maximum end-to-end delay: 27.71 s
8 Minimum end-to-end delay: 14.80 8 Mlnlmum enq—to—end delay: 12.89 ps
.-E Jitter (max-min): 20.88 ps —‘éﬂ 10 Jitter (max-min): 14.82 ps
- =
j | .
3 3
£ €
= =
Z Z
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SIMIT -

TAS + preem ptlon _ R :I'_S_IEI_IE)_o_rrl_a_iP _____________________ I(I)m;e?/i:es
. 1000BASE-T ‘L Geeewl _ _ ﬂ
* BE traffic: 35% Netload (350 Mbit/s), 1538 byte frame length . L““""‘"IPPP‘B‘%%E"T““““EPP‘B‘A‘S‘E“T ““““““““ l" N o
B o | e genertor BE :
: ~——— PN +BE

End-to-end delay greatly reduced
Issues exist 1000BASE-T preemption implementation,
we are in contact with vendor to clarify this!

TAS window size does not influence delay

TAS 15,625 us + Preemption — with BE TAS 125 ps + Preemption — with BE

) %104 End to end delay: Controllerto 10 ) «10% End -to-end delay Controllerto IO

o Number Of linked packets: 148941 2 Number of linked packets 148950

%’ ﬁln \a\gdth fOb? ps74 % Bin width: 0.2 ps

8155 umber of bins: 4 © L Number of bins: 74 -
a -Mg)lqmum end-to-end delay: 27.71 ps Q 1.5 -Maximum end-to-end delay: 27.71 us

go! Minimum end-to-end delay: 12.89 us O Minimum end-to-end delay: 12.90 ps

ﬁ Jitter (max-min): 14.82 ps g Jitter (max-min): 14.81 us

£ 1r c 17 — i
S kS

| . } 5

()

305/ S05) 1
= =

=) =

=z Z

CINI4.O
CINI4.0 - Converging Industrial Networks for Industry 4.0 @ ® cornet (NN 3]



TAS + preemption - Conclusion

 TAS — bandwidth protection
* Preemption — low end-to-end delay
* TAS + preemption — increased bandwidth utilization
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* |ntroduction

 Brownfield PROFINET RT over TSN
— principles

« Test network: topology and configuration

« Performance evaluation
 PROFINET RT
 Brownfield PROFINET RT over TSN

e Conclusion

Conclusion
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Brownfield PN over TSN - Conclusion

« Optimal configuration for this demonstrator

* TAS + preemption = optimal configuration
* Preemption provides low end-to-end delay
» Deeper line depth allowed!
* TAS protects PN traffic
« Small guard band provide efficient BW use

« Upgrading to 1000BASE-T
* Provides high BW reserve for IT applications

« Forwarding and transmission delay greatly reduced
* Deeper line depth allowed!
« Delay improvements almost identical to implementing preemption on 100BASE-TX
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